BOXABL Bug Bounty Program
Introduction

At BOXABL, security is our top priority. We welcome security researchers to help us identify
and resolve vulnerabilities in our systems. This Bug Bounty Program outlines the scope,
rules, and rewards for valid vulnerability reports.

Scope The following assets are in scope:
 Websites: boxabl.com
e Web applications and APIs owned by BOXABL
Out of Scope
e Anythird-party services not owned or controlled by BOXABL
e Social engineering attacks (e.g., phishing, impersonation)
¢ Denial-of-service (DoS) attacks
¢ Physical security attacks
e Automated vulnerability scanning tools that generate excessive traffic
Eligible Vulnerabilities - We accept reports on the following types of web vulnerabilities:
e Cross-Site Scripting (XSS)
e SQL Injection (SQLi)
e Authentication and Authorization Flaws
e Cross-Site Request Forgery (CSRF)
o Server-Side Request Forgery (SSRF)
e Security Misconfigurations
e Sensitive Data Exposure
¢ Remote Code Execution (RCE)
e Business Logic Flaws
¢ Subdomain Takeovers
e Open Redirects

e Clickjacking



e XML External Entity (XXE) Attacks
e Insecure Direct Object References (IDOR)
e CORS Misconfigurations

Reward Structure - We offer rewards based on the severity of vulnerability, classified as
follows:

e Low: $50

e Medium: $150
« High: $300

e Critical: $400

The severity of vulnerabilities will be assessed using industry standards such as CVSS
(Common Vulnerability Scoring System).

Rules & Guidelines
¢ Reports must be clear, with steps to reproduce and resolve the issue.
e Onlytest on accounts you own; do not access or modify other users' data.
e« Do not publicly disclose vulnerabilities before they are patched.
e Follow responsible disclosure practices.

How to Report - Submit your findings to bugs@boxabl.com with the following details:

Description of the vulnerability

Steps to reproduce

Potential impact

Suggested mitigation

Legal Considerations - By participating, you agree to abide by our program rules.
Unauthorized testing beyond the defined scope may lead to disqualification and/or legal
consequences. This document is subject to change.

Thank you for helping us improve our security at BOXABL!



